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Overview of the Distributed File Systems Management Pack 

The Distributed File Systems (DFS) Management Pack is used to monitor the Distributed File Systems service running on Microsoft Windows Server 2003.

NOTE: This management pack guide was written for the Microsoft Operations Manager (MOM) 2005 management pack. The management pack for System Center Operations Manager 2007 was converted from the MOM 2005 management pack. References to support of Microsoft Windows 2000 Server have been removed from this guide, but no other changes have been made. For information specific to the Operations Manager 2007 management pack, see the WinDFS_Readme.doc file included in the management pack download.

Microsoft Windows Distributed File Systems

DFS is a Microsoft Windows feature that allows administrators to group shared folders located on different servers by transparently connecting them to one or more DFS namespaces. Using the DFS tools, an administrator selects shared folders to present in the namespace, designs the hierarchy in which those folders appear, and determines the names that the shared folders show in the namespace. When a user views the namespace, the folders appear to reside on a single, high-capacity hard disk. Users can navigate the folders in the namespace without needing to know the names of the physical server or shared folders that actually host the data. DFS also provides many other benefits, including fault tolerance and load-sharing capabilities, making it an ideal solution for all types of organizations.

Microsoft Windows Distributed File Systems Management Pack

The DFS Management Pack monitors the performance and health of the DFS service and, in some cases, it can identify issues before they become critical. In addition, the DFS Management Pack can help monitor the availability of DFS shares to clients through client-side monitoring. The DFS Management Pack includes a rich set of views, tasks, and reports.

By detecting, alerting on, and automatically responding to critical events and performance indicators, the DFS Management Pack helps prevent possible DFS service and share outages. This helps ensure that the DFS infrastructure is working correctly, thus increasing the overall availability and performance of your Windows operating systems.

The DFS Management Pack reduces the cost of ownership by enabling proactive management and reducing resolution times for the issues identified.    

The DFS Management Pack provides monitoring for the following:

· DFS share availability from a client’s perspective.

· DFS root, link, and target availability.

· DFS service health.

This guide corresponds to the 6.0.5000.0 version of the Distributed File Systems Management Pack. After importing the Management Pack, check the version to ensure that it is correct.
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To view the version of the installed Management Pack
1. 
In the Administrator console, expand Management Packs and then expand Rule Groups.

2. 
Right-click Microsoft Windows Distributed File Systems (enabled), and then select Properties.

3. 
On the General tab, in the Rule Group Properties dialog box, the Version field displays the version number.

For more information and to download MOM Management Packs, visit the Operations Manager Management Pack Catalog Web site.

DFS Terms and Definitions

DFS namespace   A virtual view of shared folders on different servers as provided by DFS. A DFS namespace consists of a root and many links and targets. The namespace starts with a root that maps to one or more root targets. Below the root are links that map to their own targets.

DFS server   A Windows-based computer system that has the server components of the DFS system software installed and active and is hosting a DFS root. The DFS service runs on the DFS server.

DFS client   A Windows-based computer system that uses DFS to access shares on the network. The DFS client has the client components of the DFS system software installed and active.

Link target   The mapping destination of a link. A link target can be any Universal Naming Convention (UNC) path. For example, a link target could be a shared folder or another DFS path.

DFS link   A component in a DFS path that lies below the root and maps to one or more link targets.

DFS path   Any UNC path that starts with a DFS root.

DFS root   The starting point of the DFS namespace. The root is often used to refer to the namespace, as a whole. A root maps to one or more root targets, each of which corresponds to a shared folder on a separate server. The DFS root must reside on an NTFS volume. A DFS root has one of the following formats: \\ServerName\RootName or \\DomainName\RootName.

Root target   A physical server that hosts a DFS namespace. A domain-based DFS root can have multiple root targets, whereas a stand-alone DFS root can only have one root target. Root targets are also called root servers.

Domain root   The root of a DFS namespace hosted by an Active Directory® directory service domain.

Stand-alone roots   A DFS namespace hosted by a single computer.

Requirements

For the DFS Management Pack to operate optimally, the following requirements must be met:

· Servers on which the DFS service is running must be managed by System Center Operations Manager.
· Computers hosting DFS root targets and DFS link targets must be Operations Manager managed computers.

· The DFS Management Pack requires the use the Distributed File System Utility (dfsutil.exe) version 1.1.1 or later, which is included in the Windows Support Tools.

· For Windows Server 2003, you can install Windows Support Tools from the Windows 2003 CD media or you can install the tool individually from the Microsoft Download Center.

DFS Management Pack rules need to be configured with the installation folder of the dfsutil.exe utility. It is highly recommended that the utility is installed in the same folder across the enterprise. Otherwise, you must use overrides to specify the various installation folders. For information about the default installation folder values and configuration requirements for non-default values, see Configuring Monitoring Scenarios.

· Any specific DFS requirements must be met.

Management Pack Monitoring Scenarios

The DFS Management Pack supports the monitoring scenarios described in Table 1.

Table 1   DFS Management Pack Monitoring Scenarios

	Scenario
	Description

	Monitoring DFS components health
	· Monitoring the health of DFS roots, DFS stand-alone roots, and domain roots.

· Monitoring the health of DFS links and DFS  link targets.

	Monitoring of DFS service health
	· Monitors health of the DFS service and generates an alert if the DFS service is stopped.  This includes monitoring of accessibility to root targets and to root links.

	Client-side monitoring
	· Monitoring clients’ ability to access DFS paths. To ensure that the DFS paths are healthy, rules and scripts can run on client computers and can attempt to connect to DFS shares. The Management Pack reports any problems with the shares.


State Monitoring Definitions

The DFS Management Pack provides state monitoring for the various components of DFS on the DFS server and on other related components. Table 2 details the state monitoring definitions for each monitored component. Some state monitoring information is based on monitoring data collected by the DFS service itself.
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Note

When no status is displayed for links or target links, it indicates that links or target links are not defined for the respective root.

Table 2  DFS State Monitoring Definitions 

	Item
	Green
	Yellow
	Red

	DFS Service
	DFS Service is running.
	
	DFS Service is unavailable.

	DFS Roots
	All targets for all DFS roots are available.
	One or more of the DFS roots are unavailable, but at least one root target is still available.
	DFS root is unavailable. If there are multiple targets associated with that root, none are available.

	DFS Links
	All link targets for all DFS links are available.
	One or more of the DFS link targets are unavailable, but the link is still available.
	DFS link is unavailable. If there are multiple targets associated with that link, none are available.


Tasks

The DFS Management Pack provides the tasks described in Table 3.

Table 3   Management Pack Tasks

	Task
	Description

	DFS Service: Stop
	Stops the DFS service.

	DFSCMD Query
	Queries the DFS root, link, and target information. Arguments must be provided to the task command line before use.

	DFS Service: Start
	Starts the DFS service.


Reports

Table 4 summarizes the reports that are included in the DFS Management Pack. 

Table 4   Management Pack Reports

	Report
	Description

	Domain Root Configuration
	Displays a list of domain roots, root targets, root links, and target configuration information. 

	Stand Alone Root Configuration
	Displays a list of stand-alone roots and their associated link and target configuration information.

	Server Maintenance Impact Report
	Displays the availability status of various DFS objects, such as DFS links and DFS targets, when a server is taken offline for maintenance.


Management Pack Views

The DFS Management Pack provides the views described in Table 5.

Table 5   Management Pack Views

	Type
	View

	Default
	· Alerts

· Computer Groups

· Computers

· Events

· Performance

· Service Level Exceptions

· Task Status Events

	Extended Health Monitoring
	· Link Alerts

· Root Alerts


Agentless Monitoring

The DFS Management Pack includes support for monitoring agentless computers. However, tasks, performance data collection, and performance thresholds do not apply to agentless computers.

Monitoring in Low-Privilege Configuration

Monitoring functionality on an agent computer is provided by both the Operations Manager Service (MOMService.exe) and the agent Action Account. To work properly, the Application Center Management Pack requires that the Action Account and the Operations Manager Service account both have local Administrator rights on the monitored computer. Configurations with low-privileged accounts are not supported.

Deploying the Distributed File Systems Management Pack

The DFS Management Pack is designed to provide monitoring with little or no additional configuration. Configuration for monitoring scenarios is optional. 

Collecting Service Discovery Data

Service discovery is the process of collecting computer attributes and components and identifying the roles and relationships of managed computers and entities. Many features of a Management Pack, such as reports and state monitoring, are available only after service discovery data is collected for the first time. The DFS Management Pack has a script that discovers servers on which the DFS service is running. The script then checks each server and differentiates between servers on which DFS roots exist and servers on which DFS roots do not exist. From the servers that host DFS roots, the script then collects service discovery data for the various components of DFS, such as DFS roots, DFS root targets, and DFS links.
By default, a service discovery cycle runs on a recurring schedule of every 30 minutes, with the first cycle running shortly after deployment of the Management Pack.

Configuring Monitoring Scenarios

Table 6 lists any configurable monitoring scenarios and indicates which elements of the monitoring scenario can be modified. The table also indicates whether additional configuration is necessary to use the monitoring scenario.

Table 6   Configurable Monitoring Scenarios

	Scenario
	Configurable Elements
	Additional Configuration Required?

	Service discovery
	If the dfsutil.exe utility is not installed in the default location, you must configure the DFSUtilLocation parameter of the DFS service Service Discovery rule response script with the actual installation folder. This rule exists in the following rule groups:

· Windows 2003\State Monitoring and Service Discovery

You can configure this parameter in the rule properties dialog box, by clicking Edit on the Responses tab.

If the utility is not installed in the same folder across the enterprise, you can use overrides either on a computer group or on a per-machine basis, to specify the various installation folders.
	No

	State monitoring
	If the dfsutil.exe utility is not installed in the default location, you must configure the DFSUtilLocation parameter of the DFS root, link, and target availability health check  rule response script with the actual installation folder. This rule exists in the following rule groups:

· Windows 2003\State Monitoring and Service Discovery

You can configure this parameter in the rule properties dialog box, by clicking Edit on the Responses tab.

· If the utility is not installed in the same folder across the enterprise, you can use overrides either on a computer group or per-machine basis, to specify the various installation folders.
	No

	Monitoring client computers
	· Populate the Microsoft Windows Distributed File System Client Side Monitoring computer group with computers that you want to  use for client side monitoring. The DFS Management Pack will run scripts on computers in this group to test connectivity to the specified DFS shares—for example: \\COMPUTERNAME\DFSROOT. To enter multiple paths, use a ‘:’ between paths.

· Configure the rule’s response script parameter, RootLink,  with a list of DFS paths that you want to test for availability.

To enable client-side monitoring, you must specify the computers on which Operations Manager scripts, which test connectivity to the specified DFS shares, will run.

You can use the override feature to allow specific client computers to connect to DFS paths other than the ones you specified in the RootLink parameter in the DFS client side root and link destination availability health check rule.
	Yes


Many of the monitoring scenarios are configured by changing parameters of scripts that are associated with an event rule. If it is necessary to change a script parameter, you must change the script parameter within the event rule rather than making the change directly to the script that is listed under the Scripts node in the Operations Manager Administrator console. Changing a parameter of a script within the Scripts node does not change the value of the parameter for event rules that are associated with the script.
Committing Configuration Changes

After making configuration changes to the DFS Management Pack, you can deploy the changes to managed computers immediately by committing the configuration changes manually. Otherwise, changes are deployed to managed computers after the rule change polling interval (five minutes by default) and the agent configuration interval (one minute by default).
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To commit configuration changes

4. In the Operations Manager Administrator console, navigate to Management Packs.

5. Right-click Management Packs, and click Commit Configuration Change.

Setting Up Reporting

By default, the DFS Management Pack requires no additional configuration to run reports. If you are having difficulty gathering data within the reports, verify that dependent rules are enabled and that the server computers are members of the appropriate computer groups. Also, the reporting component of Operations Manager relies on a nightly Data Transformation Services (DTS) job to transfer data from the Operations Manager database to the Operations Manager Reporting database. Therefore, DFS Management Pack data is not available for Operations Manager 2007 reports until after the next nightly DTS job has completed.
Enabling Dependent Rules

To collect the data that is required by reports, the associated processing rules listed in Table 7 must be enabled.

Table 7   Processing Rules That Gather Data for Reports

	Report
	Processing Rule
	Default State

	· Domain Root Configuration

· Stand Alone Root Configuration

· Server Maintenance Impact Report
	DFS service Service Discovery rule in the following rule groups:

· Microsoft Windows Distributed File Systems\Windows 2003\State Monitoring and Service Discovery
	Enabled


Verifying Computer Group Membership

Reports in the DFS Management Pack require computers to exist in the following computer groups:
· Microsoft Windows Distributed File System Servers - This computer group contains all servers running the DFS service, and which host DFS roots.

· Microsoft Windows 2003 Distributed File System Servers - This computer group contains all Windows 2003 servers running the DFS service, and which host DFS roots.

Technical Reference

Computer Attributes

The DFS Management Pack collects the following attributes for computers:

· Microsoft Windows Distributed File Server—Detects managed computers  that are running the Distributed File System service.

Computer Groups

The DFS Management Pack includes the following computer groups:

· Microsoft Windows 2003 Servers With Distributed File System Service—This computer group contains all Windows 2003-based servers running the DFS service, whether they host DFS roots or not.

· Microsoft Windows 2003 Distributed File System Servers—This computer group contains all Windows 2003-based servers running the DFS service and that host DFS roots.

· Microsoft Windows Distributed File System Servers—This computer group contains all servers running the DFS service and that host DFS roots.

· Microsoft Windows Distributed File System Client Side Monitoring—This computer group allows for DFS client-side monitoring. It is used to group computers on which scripts run to perform connectivity tests to DFS paths.

Notification Groups

The DFS Management Pack includes the following notification groups:

· Network Administrators

Scripts

The DFS Management Pack includes the following script:

Microsoft Windows DFS Client Side Monitoring

This script tests a client’s ability to access one or more paths to DFS roots and DFS links. When the script runs, it attempts to access each of the DFS paths specified in the RootList parameter. The script generates an alert for each DFS path that cannot be accessed.

Associated event rules

Table 8   Associated Event Rules

	Location
	Event Rule
	Enabled

	Windows (All Versions)\Client Side Monitoring
	DFS client side root and link destination availability health check.
	Yes


Script parameters

Table 9   Script Parameters

	Script parameter
	Description
	Default Value

	UNCPaths
	A list of UNC paths to be used for client-side monitoring. Each path represents a DFS path, such as a DFS root or a DFS link.

Separate multiple paths by using ‘:”—for example, “\\computer1\share:\\computer2\share”. 
	


Microsoft Windows 2003 DFS Service Discovery

This script discovers the DFS-related roles.

Associated event rules

Table 12   Associated Event Rules

	Location
	Event Rule
	Enabled

	Windows 2003\State Monitoring and Service Discovery 


	DFS service Service Discovery
	Yes


Script parameters

Table 13   Script Parameters

	Script parameter
	Description
	Default Value

	DFSUtilLocation
	Specifies the installation folder of the Distributed File System Utility (dfsutil.exe).

For information about the dfsutil.exe utility requirement, see Requirements. 

For information about configuration requirements for non-default installation folders, see Configuring Monitoring Scenarios.
	%ProgramFiles%\Support Tools\dfsutil.exe


Microsoft Windows 2003 DFS Detection

This script checks to determine whether any of the Windows 2003-based servers host DFS roots. The servers that host DFS roots are considered DFS servers, and they are added to the appropriate computer groups.

Associated event rules

Table 15   Associated Event Rules

	Location
	Event Rule
	Enabled

	Windows (All Versions)\Distributed File Systems 2003 Discovery
	Distributed File Systems Detection and Group Membership
	Yes


Microsoft Windows 2003 DFS State Monitoring

This script monitors availability of the various DFS components.

Associated event rules

Table 18   Associated Event Rules

	Location
	Event Rule
	Enabled

	Windows 2003\State Monitoring and Service Discovery 
	DFS root, link, and target availability health check.
	Yes


Script parameters

Table 19   Script Parameters

	Script parameter
	Description
	Default Value

	DFSUtilLocation
	Specifies the installation folder of the Distributed File System Utility (dfsutil.exe).

For information about the dfsutil.exe utility requirement, see Requirements. 

For information about configuration requirements for non-default installation folders, see Configuring Monitoring Scenarios.
	%ProgramFiles%\Support Tools\dfsutil.exe


Management Pack Rules

The DFS Management Pack contains the following rule groups and rules.

Windows (All Versions)\Client Side Monitoring

Table 20 lists the rules included in this rule group.

Table 20   Rules

	Rule
	Type
	Enabled
	Severity
	Dependencies and Other Notes

	DFS client side root and link destination availability health check
	Event
	Yes
	None
	Populate the RootList parameter of the rule’s response script.

For more details, see “Configuring Monitoring Scenarios” earlier in this document.

This rule contributes to state monitoring.

	Send e-mail or a page response for any Alerts with a severity of "Service Unavailable"
	Notification
	Yes
	Service Unavailable
	


Windows (All Versions)\Distributed File Systems 2003 Discovery
Table 22 lists the rules included in this rule group.

Table 22   Rules

	Rule
	Type
	Enabled
	Severity
	Dependencies and Other Notes

	Distributed File Systems Detection and Group Membership
	Event
	Yes
	
	This rule participates in service discovery.


Windows 2003\Extended Availability and Health Monitoring

Table 24 lists the rules included in this rule group.

Table 24   Rules

	Rule
	Type
	Enabled
	Severity
	Dependencies and Other Notes

	DFS could not access its private data from the DS
	Event
	Yes
	Critical Error
	

	DFS could not contact the Active Directory
	Event
	Yes
	Critical Error
	

	DFS could not create directory or reparse point
	Event
	Yes
	Critical Error
	

	DFS could not initialize communication package
	Event
	Yes
	Critical Error
	

	DFS list of domains sent to client exceeds limit
	Event
	Yes
	Critical Error
	

	DFS root failed during initialization
	Event
	Yes
	Critical Error
	

	Share does not support reparse points
	Event
	Yes
	Critical Error
	

	Send e-mail or a page response for any Alerts with a severity of "Service Unavailable"
	Notification
	Yes
	Service Unavailable
	


Windows 2003\State Monitoring and Service Discovery

Table 25 lists the rules included in this rule group.

Table 25   Rules

	Rule
	Type
	Enabled
	Severity
	Dependencies and other notes

	DFS root, link, and target availability health check
	Event
	Yes
	None
	If the dfsutil.exe utility is not installed in the default installation folder, you must  configure the DFSUtilLocation  parameter of the rule’s response script with the full path to the installation folder.

For more information, see Configuring Monitoring Scenarios.

This rule contributes to state monitoring.

	DFS service Health Check
	Event
	Yes
	Service Unavailable
	This rule contributes to state monitoring and to reports.

	DFS service Service Discovery
	Event
	Yes
	None
	If the dfsutil.exe utility is not installed in the default installation folder, you must  configure the DFSUtilLocation  parameter of the rule’s response script with the full path to the installation folder.

For more information, see Configuring Monitoring Scenarios.

This rule contributes to  service discovery and to reports.

	Send e-mail or a page response for any Alerts with a severity of "Service Unavailable"
	Notification
	Yes
	Service Unavailable
	


